LABRADOR ¢

The Information Retriever




Product Overview

Labrador™ consists of three basic components working together to create one of the most
powerful printer fleet management tools available today. Figure 1 lists the three
components and shows how they interact.

e Client Application
e Web Application
e Dealer Application

e The Client Application is installed on the customer’s site and runs as a
background service on a PC running Windows XP®. The Labrador client polls the
printer fleet at regular intervals and sends the information to the Labrador website
over a secure and encrypted SSL connection.

e The Labrador website allows both the dealer and the customer to login and view
the printer fleet information. The dealer and the customer each have their own
individual account and username. This allows the dealer to see all of their
customer’s data while allowing the customer to view only their own data. The
dealer is also able to make certain configuration changes that are not available at
the customer level.

e The Dealer Application is installed at the dealer’s site and runs as a background
service on a PC running Windows XP®. Once per day the dealer application
connects to the Labrador website and downloads the data for all of the machines
with contracts that will bill the next day. The dealer application then updates the
billing system using a 2-step validation and verification process.
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Figure 1 - The three components of Labrador



The Client Application

The Labrador Client Application is loaded on a PC running Windows XP® at the
customer location. Once configured, the background process will send machine
information periodically to the Labrador website. Figure 2 shows the Configuration tab.

¥4 Labrador Printer Fleet Manager E@E
Configuration | Discover Scan || Printer Information | 1P Ignore List | Printer Scan Service | Prosy Server
Comrrunity public Usermame james.forrester
Part 161 Password | 1

Timeout in mzec |50 [ Get Site List From Intemet

Scan Ewvery 1 Hour W
[] Disable Scanning Site  |Mountain Mational Bank, w
Log Direct Contact: James Forrester
0g Lhrsctory Phaone: [865] 908-1601
[] Enable Logging M ountain M ational Bank
2025 Red Bank Road
Seviervile, TH 37876
WS Address

MWote: Leave the WS Address field blank unless
instructed othenwize by Techhical Support

Config Falder C:%Program FilestLabradar SolutionssLabradaor

Cancel ] [ Save ] [ Save & Exit

Labradar Printer Fleet Management
Wer, 1.2.0.0

Figure 2 - The Configuration tab of the Client Application

This is the first screen shown when the Client Application is started. Before installing
the Client Application a new site will need to be created for the customer on the
Labrador website. After installing and starting the Client Application the installer will
enter their username and password from the Labrador website into the Username and
Password fields on the Configuration tab. The Client Application will then allow the
installer to select the site from the drop down box. When the site is selected the
information for the site is displayed in the area below the drop down box. The
configuration tab allows you to change the frequency of scans, enable logging (for
debug purposes) and to set other parameters.



The Discovery Scan tab allows you to scan for any printers and copiers on the
network. Any number of network ranges can be added by entering a starting and
ending IP range and clicking the Add > button.

¥4 Labrador Printer Fleet Manager

Configuration | Discevers Sean | Prinker Information || IP Ignore List || Frinter Scan Service || Prosy Sewer|

IP Address Ranges To Scan
Starting IP Address | 10.10.80.1 % Add s 10.10.80.1 - 10.10.80.254
Ending IP Address  |10.10.80.254

Fun a new Dizcovery scan daily at | 2 ™ |: | 00w | |AM w |

Figure 3 - The Discovery Scan tab

Once all the ranges are entered, start the scan by pressing the Start Scan button. Each
IP in the range is polled for a printer/copier device. When a device is found it is added
to the list.



¥4 Labrador Printer Fleet Manager
Configuration | Discovery Sean | Printer Information || 1P [gnore List || Printer Scan Service | Proxy Server

IP Address Ranges To Scan

Starting IP Address  |10.10.80.1 add > 10.10.80.1 - 10.10.80.254
Ending IP Address  |10.10.80.254

Start Sean Scan Running Scanning 10.10.80.189

IP: 10.10.80.3, Desc:Panasonic DP-4510, Name: Panasonic DP-4510

IP: 10.10.80.27, Desc:Lexmark »E46e 79252/ LC2. MC.P271, Mame: ETOOD4004ECTET
IF: 10.10.80.77, Desc: Panazonic DP-CL22M, Mame: Panasonic DP-CL22M

IP: 10.10.80.78, Desc:RICOH Aficio MP /2400, Mame: Aficio MP w2400

IF: 10.10.80.150, Desc:Panasonic DP-6010, Mame: Panasonic DP-6010

Run a new Discovery scan daily at |2 v|:|DD vl |AM v|

Figure 4 - The Discovery Scan tab during a scan

At the bottom of the Discovery Scan tab is a checkbox that enables the Client

Application to run a new discovery scan each day. A report can be run that will list all

the machines that have been added or removed from the customer’s network.



The Printer Information tab allows you to retrieve the full information about a printer
by choosing it from the Select a printer drop down box and clicking on the Get
Printer Info button.

Z - [E]x]

Configuration | Discovery Scan | Printer Infarmation | 1P gnore List | Printer Scan Service | Proxy Server

Select a printer

- [ Gt Printer Info ] [ Femave Printer ] [ Add New Printer ]
10.10.80.3 - Panasonic DP-4510 v

[ Add Printer To lgnare List ]

Printer Information for 10.10.80.3 - Panasonic DP-4510

System: Panasonic DP-4510 ~
Device Name: Panasonic DP-4510
Device Description: Panasonic DP-4510
Device Type: hilevicePrinter
Serial Number: 080023008230
Device Status: warning
Frinter Status: idle
Error State: [4000] no paper
Life Count: 717404
Color Count:
Colars: 1
MAC Address: 08:00:23:00:82:30
Console Display: Trap 2
Lacation: Sales Dept.
Supply No. 1
Description: Toner
Type: toner
Class: cansumable
Level 17695697%

Supply No. 2
Diescription: Taner 'Waste Container
Type: waste taner
Class: refillable

Figure 5 - The Printer Information tab

The Printer Information tab also allows you to remove or add a printer manually from
the list of managed printers.

Finally, if there is a printer or other device that the customer does not want to scan,
it’s IP address can be added to the IP Ignore List by selecting the device in the Select
a printer drop down box and clicking the Add Printer To Ignore List button. This
might be necessary if the customer has devices that will not be managed.

Once all the printers have been discovered the list of managed printers and other
configuration information needs to be saved. This is accomplished by returning to the
Configuration tab and clicking the Save button. The information will be saved in a
file named config.xml in the folder specified in the Config Folder input box on the
Configuration tab.

The Printer Scan Service tab allows you to start and stop the background process that
gathers the printer information and uploads it to the Labrador website.



¥ Labrador Printer Fleet Manager

Configuration | Discovery Scan | Printer Infarmation | P lgnore List | Printer Scan Service | Prawy Server

These controls allow vou to start and stop the backaround process that monitars the network printers.

IMPORTAMT: You must g0 to the Configuration tab and click the Save button befores any printers
found during a Discovery Scan or any printers added marually will be processed

Process Status:  Running Start Process
Stop Process

Figure 6 - The Printer Scan Service tab

If the Process state says Running press the Stop Process button. Now wait a couple

of seconds and press the “Start Process” button.

At this point the Client Application is successfully configured.



Web Application

Labrador is hosted at a secure data center located in Northern Virginia near
Washington D.C. All traffic to and from Labrador is secured and encrypted using

SSL. This is the same security protocol banks trust to transmit credit card and other

financial information over the internet.
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Figure 7 - Labrador website login page

Above is the login page for Labrador. A valid username and password must be used
in order to log in. After logging in, the dealer will see all the companies managed by

Labrador. The end-user will see only their own data.
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2 Labrador Printer. Fleet Management - Microsoft Internet Explorer Q@@
e
u

Q Back - () Iﬂ IEL‘ ) search 57 Favorites ) - & = E,z ﬁ :‘i
Adidress @j hktps: ffuna.labradarsolutions. cormylabr ador findex. php b a Go Links
-~
P
- apraaor
— Printer Fleet Management
Home AboutUs Products FAQ Logout
Reports
P Announcements
Downloads
The User Info button on the left hand menu is now functional. This will allow you to change
User Info you name, password, email address and other personal information! Posted Jul 19 2008
Site Listing
Add a New Site
Click on the site name to view the customer's printer data.
Click on the pencil icon to edit the site information
PTS Office Automation
Site Contact Phone Email
.{Z ADESA Knoxville Travis Davis (865) 986-6000 traviz.davis@adesa.com
& Clayton Homes Jeff Gregy #65-390-3000 Jeff gregy@clayton.net
/Z Crown Park Resort Daonna Stair 865-308-5173 donna stair@crownparkresort.com
2 Jeffersan Memorial WWalt Lefavers 265-471-2420 wiefever@rnerey.com
fZ MHF Baptist Meil Harbwig (B65) 543-4800 njhartwig@mercy. carm
4 Mountain National Bank Jarnes Forrester (865) 908-1801 Jiorrester@bankmnb.com
/Z PTS Office Automation Dan Hale (B65) 588-0823 dan hale@ptsoa.cam
v
< 4
& Done 2 @ Ireernet

The screenshot above shows the overview for PTS Office Automation. Each of the
companies listed are being managed by Labrador. From this screen you can drill-
down to an individual customer site by clicking on the company name. A new site can
be added by clicking the Add New Site button. Other menu options allow you to run
reports, download Labrador programs, read the FAQ section or log out from this

screen.
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Printers
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Alerts
Reports Printers by Site
Downloads Site Information % Map t! | | Contact Information
D ADESA Knoxville Name Travis Davis
1011 ADESA Parkway Phone (565) 255-5000
Lenair City, TH 37771 Email travis. davis@adesa.com
Click on the IP Address to view the complete printer information.
17 printers found.
Scan Time
P Asset No Model Name Serial Life Count Color Count {Eastern US})
[0 @ 1018641 10659 hp Laserlet 4350 MNPIB0STFO CHBXGOA7 78 1498193 0 2008-07-2813:24:45
[ @ 10.16.4.2 10670 hp Laserlet 13000 KMNOELERE01 CrCB132655 74801 0 2008-07-2813:24:45
[0 & 1016.4.4 10711 Panasonic DP-190 Fanasonic DP-190v4 10449 0 2008-07-2813:24:45
[1 & 101645 10666 hp Laserlet4300 KMNORLSREDS CHGY3058T3 253676 0 2008-07-2813:24:45
[0 @ 1016456 10662 hp Laserlet 4250 NPISEZECO CHRHL207T73 735850 0 2008-07-2813:24:45
[ & 1018411 10BES E'gn';assemet‘wsn NPI42BED USBB0T4513 15089 0 2006-07-28 13:24:45
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’Ei]Done é Q Internet

Figure 8 - End-user printer information

This screen shows the information for ADESA Knoxville. The site and contact
information are displayed in the upper section. This information can be changed by
clicking on the highlighted customer name in the Site Information box.

The main body of the screens shows the printers and copiers for ADESA Knoxuville.
It lists the IP address, the Asset Number (also called Equipment 1D), model, name,
serial number, life count (also called meter reading), the color count and the last scan
date/time.

The left navigation bar has several options that will allow you to see other data or to
configure Labrador.

Clicking on one of the IP addresses will let you see the complete information for the
printer.
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The Printer Information screen shows a great deal of information about the device
including the error state, printer status, console display and the printer location. The
Notes field allows the dealer to save any other relevant information about the device.
Due to size constraints the image of the Printer Information page was broken into two
pictures.

A Labrador Printer Fleet Management - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help "
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Non-Network Printers -
- Site Information % Map ! | | Contact Information
Meter Periods ADESA Knoxville Name Travis Davis
— 1011 ADESA Parkoway Phone (585 $55-8000
Lenair City, TH 37771 Email travis. davis@adesa.com
Reports
Downloads
T 1P Address (9 101641 Device Name HPIE0S1FD
System Desc HF ETHERMET MULT-ENVIROHNMENT ROM Device Desc hp LaserJet 4350
none JETDIRECT,JD128 EEPROMY.28.47 CIDATE
111772004
Device Type hrDevicePrinter Serial No CrBEXGDETTE
Device Status warning Printer Status idle
Error State Mo errar found Life Count 198193
Colors 1 Color Count
Equip ID 10659 Printer Location
Console Display Scan Time
Street & Number . |
[1071 ADESA Parkway | 9 Mapt
City Lenoir City State | Tennessee v
Notes
v
>
@Done é @ Internet

Figure 9 - Printer information (top half)
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The bottom half of the Printer Information screen shows the Alert Settings and the

level of the printer supplies.

The Alert Settings allows the dealer to specify the level at which they will be notified
when a supply needs to be replenished. In the example shown in Figure 10 when the
toner falls to 5% an email will be sent to Travis Davis, the end-user, to notify him of
the situation. Alerts can also be sent to multiple email addresses. For instance, if the
dealer wanted to be made aware of the alert an email would also be sent to the person
the dealer designates to receive the alert emails.

A Labrador Printer Fleet Management - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help

@Back -9 Iﬂ IELI , /.- ) Search ‘::?:{:"Favnrites € Y= E’z,}; ﬁ 3
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1111712004 ‘ - &
Device Type hrDevicePFrinter Serial No CMBERGOATTE
Device Status wWarning Printer Status idle
Error State Mo error found Life Count 198193
Colors 1 Color Count
Equip ID 10659 Printer Location
Console Display Scan Time
Street & Number T |
[1011 ADESA Parkway W Map I
oy |Lenair City State Tennessee ke
Notes [
Alert Notices ]
[l Enable Motices [¥] Enable Printer Error Motices [JEnable Mona Toner Supply Motices at [
Enahle Printer Paper Motice [C] Enable Calar Toner Supply Notices at 5 v
Enable Printer Toner Motice Enable Other Supply Notices at 5 & %
Send Motifications To | Travis Davis %
Save Changes
SUPPHES
Index Description Twpe Class Level
1 Black Cartridge HP Q5842X toner cartridge consumable 5%
2 Maintenance Kit HP 1100V-054214, 2200054224 fuser consumable 12%
Z
< »

:.E:] Done

é @ Internet

Figure 10 - Printer information (bottom half)
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Reports

Labrador has many reports that make large scale printer fleet management possible.
The screen shots below show some of the more popular reports that are available.
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Figure 11 - Printers By Manufacturer report
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Reports by Labrador:The Print Retriever
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Figure 12 - Printer Toner Levels report
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Eguip ID P Address Serial Mo. Model Cate Mono Color
10637 10.16.4.25 JPCE136333 hp LaserJet 13000 2008-07-28 14:24:55 45306 1] =
10659 10.16.4.1 CNBEXGOSTT8 hp Laserlet 4350 2008-07-28 14:24:55 198193 [u]
10662 10.16.4.6 CNRXL20773 hp Laserlet 4250 2008-07-28 14:24:55 735959 o]
10665 10.16.4.11 USBBO0T4513 HP LaserJet 4050 Series 2008-07-28 14:24:55 15089 [u] =t
10665 10.164.5 CHGY305873 hp LaserJet 4300 2008-07-28 14:24:55 253681 1]
10668  10.164.16 CNGKBB2615 hp Laserlet 2430 2008-07-28 14:24:55 53956 1]
10669 10.16.6.80 CNGKCB84593 hp Laseret 2430 2008-07-28 14:24:55 10143 [u]
il | 10670 10.16.4.2 CNCB132655 hp LaserJet 13000 2008-07-28 14:24:55 75801 [u]
| | 10871 10.16.4.14 CHNCB218102 hp LaserJet 13000 2008-07-28 14:24:55 32094 [u]
% 10672 10.16.4.15 CHND1R15453 HP LaserJet P3005 2008-07-28 14:24:35 20530 [u]
E 10710 10.16.4.55 Fanasonic DF-150 2008-07-28 14:24:35 583 [u]
E 10711 10.16.4.4 Panasonic DP-150 2008-07-28 14:24:55 10450 1]
=L 10712 10.16.4.51 Panasonic DP-150 2008-07-28 14:24:55 421 1]
7’ 10713 10.16.4.50 Panazonic DP-150 2008-07-28 14:24:55 21399 [u]
= 10845 10.16.6.219 CMJ1P20281 HPF LaserJst 3003 2008-07-25 14:24:35 1200 Ju]
E 10847 10.16.6.220 CNJ1P20465 HP LaserJet 3005 2008-07-28 14:24:35 16936 o]
E 10.16.6.221 GelSprinter G S050M 2008-07-25 14:24:35 1500 o]
(=]
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o G [ 4 it [P PI[O © (| =

Figure 13 - All Current Meters report
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Figure 14 - 90 Day Meter History report
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Monday Jul-28-2008 2:50 PM Reports by Labrador:The Print Retriever Page 1 _’J
g Meters Due =
[ 2
Luced ADESA Knoxville
(08/D1/2008 - 08/15/2008)
Mono Colar a
Equip ID Meter Meter Equip Mode! Equip SN Read Date  Model Serial Mo
1. 10637 49308 0 HP130 JPCB186233 2008-08-12  hp Laserlet 1200n JPCB186333
P 10659 198193 0 hp43s CMNBXGOS7F8  2008-08-12 hp LaserJet 4350 CNBXGOSTTS ==
3. 10660 HP242 CMGKKDST39  2008-08-12 TROY 2420 CHNGKKDETIE
4. 10661 HP242 CMGKKOT253  2008-08-12 TROY 2420 CHNEKKDT253
5. 10662 73959 0 HP LASERJET CMRXL20773  2008-08-12 hp Laserlet 4250 CMRXL20773
18| 6. 10663 HPLJS JPFJO1E142 2008-08-12  TROY 512 (LJ4) JEFJO1E142
El (7. 10664 HP242 CMNGKJOETZE  2008-08-12 TROY 2420 CNGKJDET2E
% 8. 106ES 15089 0 HP LASERJET USBBO74513  2008-08-12 HP LaserJet 4050 Series  USBBOT4313
E 9. 10666 253681 0 hplassrjet 4200 CMGY305873  2008-08-12  hp Laserlet 4200 CHNGEY03873
E 10 10668 53956 0 HP LASERJET CMNGKBB82615 2008-08-12 hp Laseret 2430 CNGKB82615
<L 11. 10665 10143 0 HP LASERJET CMGKC24598 2003-08-12  hp Laserlet 2430 CHNEKCE4508
7’ 12 10670 75801 0 HP LASERJET CMCB132655  2008-08-12 hp Laseret 1300n CNCB132655
5 13 10671 32054 0 HPLASERJET CMNCB218102  2003-08-12 hp LaserJet 1300n CNCB218102
E 14. 10672 20530 0 HPLASERJETP CMDiR15493 2008-05-12 HP LaserJet P300S CHND1R154593
E 15 10710 583 0 DP150 GGE4WL00033 2008-08-12  Panasonic DP-150
3 16. 10711 10450 0 DP190 GGE4WL0003S 2008-08-12  Panasonic DP-150
) 17. 10712 4231 0 DP190 GGE4WLO0025 2008-08-12  Panasonic DP-150
18. 10713 21339 0 DP150 GGE4WL00036 2008-08-12  Panasonic DP-150
19. 10848 1200 0 HP300 CNJ1P20281 2008-08-12  HP LaserJet P300S CHJ1P20281 I
CHE [ 4 o ] [0 0] [@]F

Figure 15 - All Meters By Due Date report
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Dealer Application

The Dealer Application is designed to be run on a PC running Windows XP. It is
installed on a PC at the dealership and communicates with the Labrador website and the
dealer’s OMD software. The machine the Dealer Application is loaded on must have the
U/SQL client software as well as H20O, a utility that come with NetVision, loaded.

¥4 Labrador Dealer Configuration |Z||E|[z|
USOHL | Process

Configuration | amMD

Labrador Yeb Login [nfarmation

Ilzemame | |

Pazsword | |

74 Labrador Dealer Configuration |Z||E|[5__<|

Configuration | OMD |L|SE!L Process

OO Server Information

3 hittpe s ) hittps:
Hast | |

v i v| [AM v

Protocol

D aily Fun Time | 1

Calor Meter Label | |

Mono Meter Label | |

Save ]

(e ] |

Labrador Frinter Fleet kanagement
Ver 1.0.0.0

Enable Logging

Save ]

(e ] |

Labradar Printer Fleet Management
Wer, 1.0.0.0

Enable Logging

#4 Labrador Dealer Configuration |Z||E|[g|
Configuration || OkD | LSl |F'n:|cess

Data Source Mame
| omd. udd |

Enable Meter ¥ alidation

¥4 Labrador Dealer, Configuration |Z E|[g|

usoL | Process

Configuration | OMD

These controls allow vou to start and stop the
background process that monitors the network
printers.

M awirnum Print/Copy Count el
Mote: Leave blank or enter zero [0] [ Start Process ]
for no masiurmum count,
[ Stop Process ]
Enable Meter Yerfication
l E =it ] [ Save l [ E it l [ Save

Labrador Printer Fleet b anagement

Enable Logging Wer, 1.0.0.0

Labrador Frinter Fleet Management

Enable Logaing Yer. 1.0.0.0

Figure 17— Labrador Dealer Application
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E-Mail Notification

Labrador uses e-mail to alert operators and service personnel of cahd#tians. Here
are a couple of e-mail samples from Labrador.

Figure 18 - Alert Notice email
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